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secton1 Communications
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FileZilla Server

Portable Putty

uTorrent
tftpd32
E HFS
(') VNC Viewer

&
A

HyperTerminal

WinVNC

Tera Term Pro

Torpark

¢ 3 =

Note: Final list of software included is subject to change.

As an IT Professional, you are expected to be able to
communicate over a variety of network methods, FTP, SSH,
etc.

This section includes a set of communications programs and
utilities to help you achieve excellence in this area.

Full-featured FTP Server

Baby FTP Server  Quick & Easy FTP Server

Portable FilezZilla FTP Client

SSH Client

BitTorrent Client

TFTP and Simple FTP Server

HTTP File Server

VNC Client Viewer

Personal Terminal Application

VNC Server & Client

Full-function Terminal Emulator

Firefox using TOR (Onion Routing)
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Section 2

Software List

Network Analysis

UsBE

We have included a wide variety of tools for Network Analysis,
from simple scanners, to an entire Linux system, to packet
capture and display tools, to full-functioned network analysis

toolsets.

All of these require you to have a fairly robust understanding of
the entire TCP/IP stack

$$ “The Network Toolkit’

. Wireshark

Network Scanner

Hover IP

‘r} 3d Traceroute

m AdapterWatch
CurrPorts
IPNetinfo

% Angry IP Scanner
NetMeter
TCPView

{igen]
A Network Stumbler

Win32Whols

Note: Final list of software included is subject to change.

$$ NetScanTools Pro

Full-Featured Network Analysis Toolset

Set of Windows Tools w/Linux Emulator

Network Protocol Analysis

Easy Network Scanner

Quick, Simple IP Information

Visual Traceroute & Tools

NIC Statistics

Listing of Listening Ports

Quick IP Information

Fast Ping-Sweep

Track Network Throughput

What Ports are Open

Wireless AP Scanner

Easy Whols Lookup

3 © 2007 Institute for Network Professionals
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? WhoAml Current IP Connectivity
IP5 ; .
— WinIPS Ch IP Network C t
in ange etwork Connections
(=)
mf@ CP Net View Quick SMB Network Devices
9 Convert IP Convert IP Addresses
% SuperScan 4 Network Scanning Tool
m ARP Cache Watch Track changes in ARP Cache
t Sam Spade Network Reconnaissance

Note: Final list of software included is subject to change. 4 © 2007 Institute for Network Professionals
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Software List

Portable Applications

UsBE
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You might not always have your laptop, and all the applications
contained therein, but with your trusty ‘Ultimate USB’ you can
always have usable competent applications with you.

In this section we have included a wide variety of applications
an IT Professional might find useful: Open Office, Instant
Messaging, Password Tracking, PDF reader, graphics viewer,
and even a website editor.

Portable Open
Office

$$ DmailerSnyc

Portable GAIM

Portable Miranda

Portable VNU

Portable Firefox

Portable Filezilla

Portable AbiWord

Foxit Reader

Essential PIM

FastStone Image
Viewer

$$ Lexar Secure |l

Skype

VLC

Note: Final list of software included is subject to change.

Full Featured Office - Including; Word Processing,
Spreadsheet, Presentations, Drawing and Database

Synchronize Outlook (Express) for localized Contacts,
Calendar, Tasks and Email on the go

Flexible Instant Messaging Client

Instant Messaging Client

Website WYSIWYG Editor

Localized (leave no trace) Internet Browser w/Plugins

Full-featured FTP Client

Full-featured Word Processing

PDF Viewer

Full-featured Personal Information Manager

Graphics of all types Viewer

Create and use an encrypted partion on USB drive

Free Voice over IP phone client

Media Player

5 © 2007 Institute for Network Professionals
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Audacity

GIMP Portable

WordPad

N&dDY

Scribus

AVS DVD

-

Note: Final list of software included is subject to change.

Screen Magnifier

Audio editing suite

Graphics and Photo Editor

Simple Word Processor

Page Layout Program

DVD Player

Software List
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Software List

Service & Support

These tools are designed to help the IT Professional in the
setup and support of a variety of computer systems. You might
be setting up a new system, helping a friend or relative fix
their computer, or even one of your own.

Here you’ll find tools to make the support, recovery and
maintenance of computers easier and quicker.

$$ Invisible Secrets

$$ System LifeGuard

$$ SpaceMonger

SpyBot

Ad-Aware

Portable ClamWin

Autostart

System Information

HoverSnap

Process Viewer

File System Monitor

Registry Monitor

Timer

WinAudit

WhoAml

Note: Final list of software included is subject to change.

Hiding information - Steganography

Full-Featured Systems Utility Set

Graphical Viewer of File Systems

Spyware Remover

Adware & Spyware Remover

Anti-Virus

Set Bootup and Autoload Programs

Full detailed auditing of system configuration

Screen Snapshots

What is using the computers cycles

Watch changes to files and folders

Manage and track changes to Registry

Simple on-screen timer software

Audit of installed services & software

Information on IP Network Connection

7 © 2007 Institute for Network Professionals
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DOS Box

CE AntiVirGuard
J A2Hijackfree
Restoration
g Zoomlt

.L Remove WGA

z| 7z

MacMakeup

Registry Scanner

StartupRun
%-\Q WinFingerPrint

"':139- Clear Programs

’ Disk Cleaner
@ MM CompView

Note: Final list of software included is subject to change.

Software List

Anti-Virus

Windows Command Processor

Anti-Virus

Configure Autoruns

Return erased items

Screen Magnifier

Help manage Windows Genuine issues

Zip File Manager

Spoof MAC Addresses

Find settings in the Registry

What programs should run at boot time

Versions of Windows

Remove Histories from a variety of programs

Clear out unwanted “extra’ files

What Multi-Media Codecs are installed

8 © 2007 Institute for Network Professionals
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Note: Final list of software included is subject to change.

A large part of every IT Professional is dealing with security
issues, here you’ll find tools to help test, tighten, and
troubleshoot security on networks as well as computers.

Note: Some of these might “trip’ virus protection - that is
because they might be classified as a “hacker’ tool.

$$ FTK Imager

Password Revealer

KeePass

KL Detector

SMAC

TrueCrypt

Steganos LockNote

fSekrit

CAIN

avKill

IE HistoryView

IE Password Viewer

Mail Password Viewer

IM Password Viewer

View and snapshot entire filesystems

See what is behind those ******’g

Password Manager

Detects Keyloggers on System

MAC Address Spoofer

Encrypt partions on USB Drive

Simple Encrypted Text File Program

Encrypted Text Files

Full-Featured Password Recovery Utility

Stop Anti-Virus from tripping on ‘Hacking’ Utilities

View Internet Explorer Histories

View Internet Explorer Passwords

Recover Mail program passwords

Recover Instant Messaging Passwords

© 2007 Institute for Network Professionals
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e Ui ‘fj"\g Viewer Recover Network Passwords
ProduKey Recover Microsoft Product Keys
Protected Storage Recover passwords and information from
PassView Protected Storage
% WinUpdatesList List all Windows Updates on target computer
n Asterisk Logger Show what is behind the ******’s in passwords
ﬁ] SniffPass View passwords over the network
% WirelessKeyView View wireless WEP and WPA Keys
6%# List USB Devices Lists all USB devices inserted in target computer
Outlook PST Viewer Recovers Outlook PST passwords
w19 LSA SecretsView View Passwords from LSA
@ NetResView View target computer’s network neighbors

Note: Final list of software included is subject to change. 10 © 2007 Institute for Network Professionals
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Reference & Education
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An IT Professional needs a variety of reference documents at
their disposal. Here is a start and a collection. Please feel free
to add documents here to help you in your specific industry.

We have also included a few educational programs and
calculators to help you on your career.

Engineering/Scientific
Calculator

Converver

XCALC Calculator

Convert Units

Periodic Table

Solar System Viewer

The Sage - Dictionary &
Thesaurus

Google Cheat Sheets

Keyboard Shortcuts

OSI| and TCP/IP Models

Linux Quick Reference

Registry Quick Find

Hexadecimal Conversions

Complex Math Calculator

Convert a wide variety of measurements

Calculator

Converts units of different values

Online Interactive Periodic Table of the
Elements

Interactive Graphic Viewer of Solar System

Dictionary and Thesaurus

Note: Final list of software included is subject to change. 11
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Section 7 Games
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No computer person is totally complete without a couple of
computer games at their fingertips. We’ve included a small
subset - but enough to start you wasting time wherever you

might be.

Enjoy!
E E 5 Sudoku Graphical Sudoku Game
Bricks Brickout type Game
@1 Mazes Maze Builder Game
. NagaSkaki Chess Full-Featured Chess
! Othello Othello Game
. Risk Game of Risk
‘g Pawn Chess Simple Chess
@- Nmania Minesweeper MineSweeper Game
ﬂ Uno Uno
A Titanion Shoot down invaders

Iq.

Note: Final list of software included is subject to change. 13 © 2007 Institute for Network Professionals
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This section of the USB stick is a ‘placeholder’ for you to
include the software you normally install during the initial
setup of any computer. This might include PDF readers,
graphics viewers, standard utilities, things you might want to
have on any computer.

Because of licensing issues, you can easily download and store
here the installation files for any of your ‘minimum install’ set.
(we can’t legally provide these for you... but we left you this
space)

ActiveSync

http://www.microsoft.com/windowsmobile/activesync/activesync42.mspx

Media Player

http://www.microsoft.com/windows/windowsmedia/download/AllIDownloads.aspx?displ
ang=en&gqstechnology

Microsoft Reader

http://www.microsoft.com/reader/downloads/pc.asp

Direct X

http://www.microsoft.com/downloads

XP Power Toys

http://www.microsoft.com/windowsxp/downloads/powertoys/xppowertoys.mspx

Microsoft Messenger

http://get.live.com/messenger/overview

RealOnePlayer

http://forms.real.com/real/realone/realone.html

iTunes

http://www.apple.com/itunes/download/

Quicktime

http://www.apple.com/itunes/download/

GoogleEarth

http://earth.google.com/downloads.html

Firefox http://www.mozilla.com/en-US/
Skype http://www.skype.com/download/skype/windows/helloagain.html
OpenOffice http://download.openoffice.org/2.0.2/index.html

VMware Player

http://www.vmware.com/download/player/

Adobe Acrobat Reader

http://www.adobe.com/downloads/

Adobe Flash Player

http://www.adobe.com/downloads/

Sysinternals Suite

http://download.sysinternals.com/Files/SysinternalsSuite.zip

MySpeed Personal Edition

http://www.myspeed.com/pe/index.html

Note: Final list of software included is subject to change. 15
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Software List

Attack & Recovery

UsB

This section is a sub-set of the Security Section - a few tools
that can be easily run from an ‘Attack’ Stick.

Our ‘Attack Stick” has two purposes. The first is as a Self-
Booting Linux system. If your Windows computer is ‘sick’ and
you need to still access files, boot from this USB stick directly
into Linux. It contains a simple graphical interface as well as
tools to help you recover important data, or reset Windows

passwords.

As a Windows USB - upon insertion in a target computer - it
goes about gathering password and details about the user and
items on the target computer and save them in the \WIP\Dump
directory for later viewing and analysis.

ONLY USE THIS WITH PERSMISSION!

You may also ‘DisArm’ this USB and then only use these tools in
a ‘manual’ mode.

E‘fl avkill

IE HistoryView
|IE Password Viewer
Mail Password Viewer

IM Password Viewer

Network Password Viewer

ProduKey

Protected Storage
PassView

% WinUpdatesList
WirelessKeyView

List USB Devices

Note: Final list of software included is subject to change.

Stop Anti-Virus from tripping on “‘Hacking’ Utilities

View Internet Explorer Histories

View Internet Explorer Passwords

Recover Mail program passwords

Recover Instant Messaging Passwords

Recover Network Passwords

Recover Microsoft Product Keys

Recover passwords and information from Protected
Storage

List all Windows Updates on target computer

View wireless WEP and WPA Keys

Lists all USB devices inserted in target computer

17 © 2007 Institute for Network Professionals



T

Professicnals

Toolbox
The UH IiI:'—E: @ Outlook PST Viewer

;"{}) LSA SecretsView

@ NetResView
=

_

Note: Final list of software included is subject to change.

Software List

Recovers Outlook PST passwords

View Passwords from LSA

View target computer’s network neighbors

18
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